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About this Guide
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Shared CROMERR Services (SCS) is a solution aimed at helping achieve Cross-Media Electronic Reporting Regulation (CROMERR) compliance for Exchange Network partner systems used to submit electronic reports or documents. CROMERR establishes standards for information systems that receive reports and other documents electronically. The standards are designed to provide electronic submittals with the same level of legal dependability as the corresponding paper submittals.
The enhanced authorization of Advanced SCS users and the roles they perform in reporting of information to EN partners can be done in several ways:
· Through the use of an online, web-based user interface (SCS Dashboard) or
· Through the use of web services
[bookmark: _Toc466549626]Registration Provisioning
The Advanced SCS registration services provide the ability to register and maintain user profiles and to specify the roles that users can perform for specific Partner programs (data flows). Before a user can be associated with programs and roles, those programs and roles must be defined to Advanced SCS through a process known as registration provisioning. 
Through the registration provisioning process, programs can be defined, for example, as open registration (anyone can register), open registration with approval required, via sponsorship, etc. The way in which a program is defined to Advanced SCS dictates the behavior and proper use of the authorization services documented in this guide. 



[bookmark: _Toc466549627]Portal User Information Services Data Types
The WSDL that defines the Portal User Information Services define several complex data types used by the operations provided by those services. These complex types may be used as either input or output to the operations defined in the services. When they are used as input to an operation, the definition of the operation will specify which fields of the complex type are required; in the case where an element is not required for a particular operation, the default value for that element is specified below if not provided. 
The construction of operations within each service involves the definition and use of complex types for input and output messages; these complex data types are not defined in this section.
[bookmark: _Toc466549628] UserType
The UserType type defines the base user profile elements maintained by SCS for a user. The UserType type is defined below:

<xs:complexType name="UserType">
<xs:sequence>
<xs:element minOccurs="0" name="UserId" type="xs:string" /> 
<xs:element minOccurs="0" name="FirstName" type="xs:string" /> 
<xs:element minOccurs="0" name="LastName" type="xs:string" /> 
<xs:element minOccurs="0" name="MiddleInitial" type="xs:string" /> 
<xs:element minOccurs="0" name="LastLoginDate" type="xs:dateTime" /> 
<xs:element minOccurs="0" name="RegistrationDate" type="xs:dateTime " /> 
<xs:element minOccurs="0" name="ElectronicVerificationIndex" type="xs:long" /> 
<xs:element minOccurs="0" name="PaperVerificationIndex" type="xs:long" />
<xs:element minOccurs="0" name="PasswordResetAttempts" type="xs:long" />
<xs:element minOccurs="0" name="IdentityProofingAttempts" type="xs:long" />
<xs:element minOccurs="0" name="Status" type="xs:string" />
<xs:element minOccurs="0" name="PartnerId" type="xs:string" />
<xs:element minOccurs="0" name="PrimaryUserOrganizationID" type="xs:long" />
</xs:sequence>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	UserId
	User ID of the SCS user.
	160
	(None)

	FirstName
	User’s first name.
	20
	(None)

	LastName
	User’s last name.
	30
	(None)

	MiddleInitial
	User’s middle initial.
	1
	(None)

	LastLoginDate
	Last date and time user logged into SCS (read-only)
	(W3C)
	(None)

	RegistrationDate
	The date and time for when user created account.
	(W3C)
	(None)

	ElectronicVerificationIndex
	Automatically set by system. Identity proofing index value as provided by LexisNexis.
	(long)
	(None)

	PaperVerificationIndex
	Automatically set by system. Identity proofing index value as provided by paper-based business processes (e.g. user sends in an Electronic Signature Agreement).
	(long)
	(None)

	PasswordResetAttempts
	The number of failed password resets the user has attempted
	(long)
	(None)

	IdentityProofingAttempts
	The number of failed electronic identity proofing the user has conducted.
	(long)
	(None)

	Status
	The user’s account status (e.g. Active, Pending). Used by SCS Portal to require users to validate their account via an emailed link.
	20
	Active

	PartnerId
	Partner ID of the partner that owns the user.
	100
	(None)

	PrimaryUserOrganizationID
	The organization ID for the primary organization the user has selected.
	(long)
	(None)



[bookmark: _Toc466549629]UserWithPrimaryOrganizationType
The UserWithPrimaryOrganizationType type defines a primary organization associated to a user. A user can be associated to multiple organizations but will only have one Primary Organization. 

<xs:complexType name="UserWithPrimaryOrganizationType">
<xs:sequence>
<xs:element minOccurs="0" name="UserId" type="xs:string" /> 
<xs:element minOccurs="0" name="FirstName" type="xs:string" /> 
<xs:element minOccurs="0" name="LastName" type="xs:string" /> 
<xs:element minOccurs="0" name="MiddleInitial" type="xs:string" /> 
<xs:element minOccurs="0" name="LastLoginDate" type="xs:dateTime" /> 
<xs:element minOccurs="0" name="RegistrationDate" type="xs:dateTime " /> 
<xs:element minOccurs="0" name="ElectronicVerificationIndex" type="xs:long" /> 
<xs:element minOccurs="0" name="PaperVerificationIndex" type="xs:long" />
<xs:element minOccurs="0" name="PasswordResetAttempts" type="xs:long" />
<xs:element minOccurs="0" name="IdentityProofingAttempts" type="xs:long" />
<xs:element minOccurs="0" name="Status" type="xs:string" />
<xs:element minOccurs="0" name="PartnerId" type="xs:string" />
<xs:element minOccurs="0" name="PrimaryUserOrganization" type="tns:UserOrganizationType" />
</xs:sequence>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	UserId
	User ID of the SCS user.
	160
	(None)

	FirstName
	User’s first name.
	20
	(None)

	LastName
	User’s last name.
	30
	(None)

	MiddleInitial
	User’s middle initial.
	1
	(None)

	LastLoginDate
	Last date and time user logged into SCS (read-only)
	(W3C)
	(None)

	RegistrationDate
	The date and time for when user created account.
	(W3C)
	(None)

	ElectronicVerificationIndex
	Automatically set by system. Identity proofing index value as provided by LexisNexis.
	(long)
	(None)

	PaperVerificationIndex
	Automatically set by system. Identity proofing index value as provided by paper-based business processes (e.g. user sends in an Electronic Signature Agreement).
	(long)
	(None)

	PasswordResetAttempts
	The number of failed password resets the user has attempted
	(long)
	(None)

	IdentityProofingAttempts
	The number of failed electronic identity proofing the user has conducted.
	(long)
	(None)

	Status
	The user’s account status (e.g. Active, Pending). Used by SCS Portal to require users to validate their account via an emailed link.
	20
	Active

	PartnerId
	Partner ID of the partner that owns the user.
	100
	(None)

	PrimaryUserOrganization
	The organization information for the primary organization the user has selected.
	UserOrganizationType
	(None)


[bookmark: _Toc466549630]UserOrganizationType
The UserOrganizationType type defines the base user profile elements maintained by SCS for an organization associated with a user. A user may have one or more organizations associated with their user profile. Each organization may have a single email address for the user. The UserOrganizationType type is defined below:

<xs:complexType name="UserOrganizationType">
<xs:complexContent>
<xs:extension base="tns:PartnerOrganizationType" >
<xs:sequence>
<xs:element minOccurs="0" name="UserOrganizationId" type="xs:long" /> 
<xs:element minOccurs="0" name="Email" type="xs:string" /> 
<xs:element minOccurs="0" name="Phone" type="xs:string" />
<xs:element minOccurs="0" name="PhoneExtension" type="xs:string" /> 
<xs:element minOccurs="0" name="Fax" type="xs:string" />
<xs:element minOccurs="0" name="EsaStatus" type="xs:string" />
<xs:element minOccurs="0" name="EsaApprovalDate" type="xs:dateTime" />
<xs:element minOccurs="0" name="EsaApprovalMethod" type="xs:string" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	UserOrganizationId
	This is a generated value set when an organization is created and should not be changed.
	(long)
	(None)

	Email
	User’s email address at the organization.
	50
	(None)

	Phone
	User’s contact phone number at organization.
	15
	(None)

	PhoneExtension
	User’s contact phone number extension at organization.
	5
	(None)

	Fax
	User’s contact fax number at organization.
	15
	(None)

	EsaStatus
	Status of Electronic Signature Agreement for this user for this organization. Automatically set by system when organization created. Valid values are: Pending, Received, Revoked and None.
	15
	(None)

	EsaApprovalDate
	Date and timestamp for when the user’s ESA was approved
	(W3C)
	(None)

	EsaApprovalMethod
	The method that was used to approve the user’s ESA, either manually or systematically.
	10
	(None)
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[bookmark: _Toc466549631]UserRoleType
The UserRoleType type defines a role associated with a partner program (dataflow) for which a user is authorized. A user can be authorized to perform a role for multiple entities (subject). For example, a user can be authorized to perform the role for multiple industry facilities; in this case, the user will have one or more UserRoleType objects associated with an organization associated with the user. The UserRoleType type is defined below:

<xs:complexType name="UserRoleType">
<xs:sequence>
<xs:element minOccurs="0" name="UserRoleId" type="xs:long" />
<xs:element minOccurs="0" name="UserRoleStatus" type="xs:string" />
<xs:element minOccurs="0" name="UserRoleSubject" type="xs:string" />
<xs:element minOccurs="0" name="Dataflow" type="xs:string" />
<xs:element minOccurs="0" name="RoleId" type="xs:long" />
<xs:element minOccurs="0" name="RoleName" type="xs:string" />
<xs:element minOccurs="0" name="UserOrganizationId" type="xs:long" />
<xs:element minOccurs="0" name="PartnerId" type="xs:string" />
</xs:sequence>
</xs:complexType>
	Element
	Definition/Constraints
	Max Length
	Default Value

	UserRoleId
	Unique identifier for user/role assignment. System maintained value.
	10
	(None)

	UserRoleStatus
	The status of the user’s role request. Possible values are Active, AwaitingApproval, AwaitingElectronicSignatureAgreement, AwaitingDigitalCertificate, AwaitingSponsorship and Inactive. The default role status depends on the method called and the dataflows role’s provisioning flags.
	50
	(Depends)

	UserRoleSubject
	The “entity” for which the user is authorized to perform the indicated role.
	40
	(None)

	Dataflow
	The program (data flow) for which the user is being granted the role.
	20
	(None)

	RoleId
	The unique identifier for the role
	10
	(None)

	RoleName
	The role the user is being authorized to perform for the indicated partner program (data flow).
	100
	(None)

	UserOrganizationId
	The unique identifier for the organization associated to the user’s role
	10
	(None)

	PartnerId
	Partner ID of the partner that owns the role.
	100
	(None)
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The UserRoleWithOrganizationType type defines a user’s role with their associated organization and type. 

<xs:complexType name="UserRoleWithOrganizationType">
<xs:sequence>
<xs:element minOccurs="0" name="UserRoleId" type="xs:long" /> 
<xs:element minOccurs="0" name="UserRoleStatus" type="xs:string" /> 
<xs:element minOccurs="0" name="UserRoleSubject" type="xs:string" /> 
<xs:element minOccurs="0" name="Dataflow" type="xs:string" /> 
<xs:element minOccurs="0" name="RoleId" type="xs:long" /> 
<xs:element minOccurs="0" name="RoleName" type="xs:string" /> 
<xs:element minOccurs="0" name="PartnerId" type="xs:string" /> 
<xs:element minOccurs="0" name="Organization" type="tns:UserOrganizationType" /> 
</xs:sequence>
</xs:complexType>


	Element
	Definition/Constraints
	Max Length
	Default Value

	UserRoleId
	Unique identifier for user/role assignment. System maintained value.
	10
	(None)

	UserRoleStatus
	The status of the user’s role request. Possible values are Active, AwaitingApproval, AwaitingElectronicSignatureAgreement, AwaitingDigitalCertificate, AwaitingSponsorship and Inactive. The default role status depends on the method called and the dataflow’s role’s provisioning flags.
	50
	(Depends)

	UserRoleSubject
	The “entity” for which the user is authorized to perform the indicated role.
	40
	(None)

	Dataflow
	The program (data flow) for which the user is being granted the role.
	20
	(None)

	RoleID
	The unique identifier for the role
	10
	(None)

	RoleName
	The role the user is being authorized to perform for the indicated partner program (data flow).
	100
	(None)

	PartnerId
	Partner ID (Code) that is assigned by SCS at the time of partner creation.  If the code is not provided it can be determined via user association.
	10
	(None)

	Organization
	The Organization type associated to the user’s organization.
	UserOrganizationType
	(None)




[bookmark: _Toc466549633]PartnerOrganizationType
The PartnerOrganizationType type defines a partner’s organization that will be used within the SCS Portal. This organization will be used when creating a user organization. 

<xs:complexType name="PartnerOrganizationType">
<xs:sequence>
<xs:element minOccurs="0" name="OrganizationId" type="xs:long" /> 
<xs:element minOccurs="0" name="OrganizationName" type="xs:string" /> 
<xs:element minOccurs="0" name="MailingAddress1" type="xs:string" /> 
<xs:element minOccurs="0" name="MailingAddress2" type="xs:string" /> 
<xs:element minOccurs="0" name="MailingAddress3" type="xs:string" /> 
<xs:element minOccurs="0" name="MailingAddress4" type="xs:string" /> 
<xs:element minOccurs="0" name="City" type="xs:string" /> 
<xs:element minOccurs="0" name="State" type="xs:string" /> 
<xs:element minOccurs="0" name="Country" type="xs:string" />
<xs:element minOccurs="0" name="Zip" type="xs:string" /> 
<xs:element minOccurs="0" name="Status" type="tns:PartnerOrganizationStatusType" /> 
<xs:element minOccurs="0" name="Metadata" type="tns:PartnerOrganizationMetadataType" /> 
<xs:element minOccurs="0" name="PartnerId" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	OrganizationId
	Unique organization identifier. Automatically set by system.
	(long)
	(None)

	OrganizationName
	Name of organization.
	80
	(None)

	MailingAddress1
	First address line of organization’s address.
	50
	(None)

	MailingAddress2
	Second address line of organization’s address.
	50
	(None)

	MailingAddress3
	Third address line of organization’s address. Only used for countries other than United States and Canada.
	50
	(None)

	MailingAddress4
	Fourth address line of organization’s address. Only used for countries other than United States and Canada.
	50
	(None)

	City
	City component of the organization’s address.
	60
	(None)

	State
	State component of the organization’s address. State names are predefined within the registration system. For countries other than United States and Canada, “XX” is used.
	N/A
	(None)

	Country
	Country component of the organization’s address. Country names are predefined within the registration system. 
	N/A
	(None)

	Zip
	Zip code component of the organization’s address.
	20
	(None)

	Status
	The status of the organization.
	PartnerOrganizationStatusType
	(None)

	Metadata
	Additional metadata that helps the partner track the organizations by cross-reference to their own organization information.
	partnerOrganizationMetadataType
	(None)

	PartnerId
	Partner ID (Code) that is assigned by SCS at the time of partner creation.  If the code is not provided it can be determined via user association.
	10
	(None)
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The PartnerOrganizationMetadataType type defines the metadata associated to a partner’s organization that will be used within the SCS Portal. This metadata can include an external identifier or an organization type.

<xs:complexType name="PartnerOrganizationMetadataType">
<xs:sequence>
<xs:element minOccurs="0" name="ExternalOrganizationId" type="xs:long" /> 
<xs:element minOccurs="0" name="ExternalOrganizationType" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	ExternalOrganizationId
	External Organization ID that was previously assigned by the Partner’s system.
	(long)
	(None)

	ExternalOrganizationType
	Organization Type that was previously assigned by the Partner’s system.
	255
	(None)
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The PartnerOrganizationStatusType defines the current partner’s organization’s status that will be used within the SCS Portal. SCS Supports an Active or Inactive status only. 

<xs:simpleType name="PartnerOrganizationStatusType">
<xs:restriction base="xs:string" >
<xs:enumeration value="ACTIVE" /> 
<xs:enumeration value="INACTIVE" /> 
</xs:restriction>
</xs:simpleType>

[bookmark: _Toc466549636] SharedPortalFault
The portal user information service operations will throw a fault exception if the operation encounters an argument validation error, an internal error, or some other error condition. The fault data types follow:
<xs:simpleType name="SharedPortalErrorCode">
<xs:restriction base="xs:string">
<xs:enumeration value="E_UnknownUser" /> 
<xs:enumeration value="E_InvalidCredential" /> 
<xs:enumeration value="E_AccessDenied" /> 
<xs:enumeration value="E_InvalidToken" /> 
<xs:enumeration value="E_TokenExpired" /> 
<xs:enumeration value="E_AuthMethod" /> 
<xs:enumeration value="E_UserAlreadyExists" /> 
<xs:enumeration value="E_InsufficientPrivileges" /> 
<xs:enumeration value="E_WeakPassword" /> 
<xs:enumeration value="E_InvalidArgument" /> 
<xs:enumeration value="E_InvalidAnswerResetCode" /> 
<xs:enumeration value="E_MaxNumberOfResetAttemptsReached" /> 
<xs:enumeration value="E_AnswersAlreadyExist" /> 
<xs:enumeration value="E_RoleAlreadyExists" />
 <xs:enumeration value="E_WrongUserId" />
<xs:enumeration value="E_ReachedMaxNumberofAttempts" />
<xs:enumeration value="E_WrongAnswer" />
<xs:enumeration value="E_WrongIdPassword" />
<xs:enumeration value="E_AccountLocked" />
<xs:enumeration value="E_AccountExpired" />
<xs:enumeration value="E_InternalError" />
</xs:restriction>
</xs:simpleType>
<xs:complexType name="SharedPortalFault">
<xs:sequence>
<xs:element name="description" nillable="true" type="xs:string" /> 
<xs:element name="errorCode" nillable="true" 
	type="tns:SharedPortalErrorCode" /> 
</xs:sequence>
</xs:complexType>

	Element
	Definition/Constraints
	Max Length
	Default Value

	errorCode
	One of the RegisterErrorCode enumeration values:
· E_UnknownUser – user supplied for operation is not valid
· E_InvalidCredential – authentication failure
· E_AccessDenied – authorization failure
· E_InvalidToken – token supplied for operation is not valid
· E_TokenExpired – token supplied for operation has expired
· E_InsufficientPrivileges – authorization failure
· E_InvalidArgument – problem with operation argument
· E_WrongIdPassword – empty user id or credential
· E_AccountLocked – the user account is locked
· E_AccountExpired – user’s password has expired
· E_InternalError – internal error processing the operation
	N/A
	(None)

	description
	Text description of the error condition.
	N/A
	(None)



[bookmark: _Toc466549637]Portal User Information Service
[bookmark: _UserType]The portal user information service provides operations to retrieve user profile and authorization for existing SCS Portal users. The endpoints for the portal user information service are defined below:

	Environment
	Endpoint

	Development
	https://encromerrdev.epacdxnode.net/scs-portal-ws/services/ 

	Test
	https://encromerrtest.epacdxnode.net/scs-portal-ws/services/

	Production
	https://encromerr.epa.gov/scs-portal-ws/services/


[bookmark: _Toc466549638]Authenticate
Description
In order to perform SCS portal user information service operations, the user performing the operations must be authorized to do so. The SCS authentication and authorization mechanism for network operations is the Network Authentication and Authorization Service (NAAS). The user account performing the SCS registration service operations must be a valid NAAS administrator account.
Definition
The Authenticate operation validates an Exchange Network user’s NAAS user ID and credential. The authenticate operation is defined as:
<wsdl:operation name="Authenticate">
<wsdl:input message="tns:Authenticate" name="Authenticate" /> 
<wsdl:output message="tns:AuthenticateResponse" name="AuthenticateResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the Authenticate input message is defined by the complex type:

<xs:complexType name="Authenticate">
<xs:sequence>
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="credential" type="xs:string" />
</xs:sequence>
</xs:complexType>

And the AuthenticateResponse output message returns a NAAS security token and is defined by the complex type:

<xs:complexType name="AuthenticateResponse">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

Arguments
	Object Type: Authenticate

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	userId
	Yes
	User’s NAAS user ID to be authenticated. Note: that this userId must be configured and associated with a Partner by the helpdesk.

	xs:string
	credential
	Yes
	User’s NAAS user password to be authenticated.



Return
If NAAS authentication is successful, a NAAS security token is returned. All other portal user information service operations require a NAAS security token. NAAS security tokens expire periodically; applications may need to re-authenticate. If authentication fails, a SharedPortalFault will be returned. 
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Description
This service call is used to authenticate an end user’s credentials.
Definition
The AuthenticateUser operation is defined as:
<wsdl:operation name="AuthenticateUser">
 <wsdl:input name="AuthenticateUser"
   message="tns:AuthenticateUser" />
 <wsdl:output name="AuthenticateUserResponse"
   message="tns:AuthenticateUserResponse" />
 <wsdl:fault name="SharedPortalException"
   message="tns: SharedPortalException" />
</wsdl:operation>

The AuthenticateUser input message is shown below:

<xs:complexType name="AuthenticateUser">
 <xs:sequence>
  <xs:element minOccurs="0" name="securityToken" type="xs:string" />
  <xs:element minOccurs="0" name="userId" type="xs:string" />
  <xs:element minOccurs="0" name="credential" type="xs:string" />
 </xs:sequence>
</xs:complexType>

The AuthenticateUserResponse output message is shown below:

<xs:complexType name="AuthenticateUserResponse">
 <xs:sequence>
   <xs:element minOccurs="0" name="User" type="tns:UserType"/>
 </xs:sequence>
</xs:complexType>
Arguments
	Object Type: AuthenticateUser

	Field Type
	Element
	Required
	Definition/Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate

	xs:string
	userId
	Yes
	The user ID

	xs:string
	credential
	Yes
	The user’s password


Return
A successful call does not return any specific message but a failure will throw an exception as defined below. Users have four (4) login attempts before their account will be locked. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549640] RetrieveUser
Description
The RetrieveUser operation will return a registrationUser object containing user profile elements. 
Definition
The RetrieveUser operation retrieves account profile elements. The RetrieveUser operation is defined as:
<wsdl:operation name="RetrieveUser">
<wsdl:input message="tns:RetrieveUser" name="RetrieveUser" /> 
<wsdl:output message="tns:RetrieveUserResponse" name="RetrieveUserResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveUser input message is defined by the complex type:

<xs:complexType name="RetrieveUser">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveUserResponse output message is defined by the complex type:

<xs:complexType name="RetrieveUserResponse">
<xs:sequence>
<xs:element minOccurs="0" name="User" type="tns:UserType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type: RetrieveUser

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	User’s SCS user ID.



Return
If the account exists, a registrationUser object is returned. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549641]RetrieveUserWithPrimaryOrganization
Description
The RetrieveUserWithPrimaryOrganization operation retrieves the registrationUser object with details on the user’s primary organization.
Definition
The RetrieveUserWithPrimaryOrganization operation retrieves account profile elements. The RetrieveUserWithPrimaryOrganization operation is defined as:
<wsdl:operation name="RetrieveUserWithPrimaryOrganization">
<wsdl:input message="tns:RetrieveUserWithPrimaryOrganization" name="RetrieveUserWithPrimaryOrganization" /> 
<wsdl:output message="tns:RetrieveUserWithPrimaryOrganizationResponse" name="RetrieveUserWithPrimaryOrganizationResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveUserWithPrimaryOrganization input message is defined by the complex type:

<xs:complexType name="RetrieveUserWithPrimaryOrganization">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveUserWithPrimaryOrganizationResponse output message is defined by the complex type:

<xs:complexType name="RetrieveUserWithPrimaryOrganizationResponse">
<xs:sequence>
<xs:element minOccurs="0" name="User" type="tns:UserWithPrimaryOrganizationType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type: RetrieveUserWithPrimaryOrganization

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	User’s SCS user ID.



Return
If the account exists, a registrationUser object is returned. If the operation fails, a SharedPortalFault will be returned.


[bookmark: _Toc466549642]RetrieveOrganizationsByDataflow
Description
The RetrieveOrganizationsByDataflow operation retrieves all organizations associated with a user that are being used by various Partners. For example, a user JSMITH may be registered for CMDP program (dataflow) for NY and M	D partners. User JSMITH may use different organizations for each of those relationships and therefore two organizations will be returned as a result of this query.
Definition
The RetrieveOrganizationsByDataflow operation is defined as:
<wsdl:operation name="RetrieveOrganizationsByDataflow">
<wsdl:input message="tns:RetrieveOrganizationsByDataflow"
name="RetrieveOrganizationsByDataflow" /> 
<wsdl:output message="tns:RetrieveOrganizationsByDataflowResponse"
name="RetrieveOrganizationsByDataflowResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveOrganizationsByDataflow input message is defined by the complex type:

<xs:complexType name="RetrieveOrganizationsByDataflow">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="dataflow" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveOrganizationsByDataflowResponse output message is defined by the complex type:

<xs:complexType name="RetrieveOrganizationsByDataflowResponse">
<xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" name="Organization"
type="tns:userOrganizationType" /> 
</xs:sequence>
</xs:complexType>

Arguments
	Object Type: RetrieveOrganizationsByDataflow

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string	
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string	
	userId
	Yes
	UserId to which the organizations are tied.

	xs:string	
	dataflow
	Yes
	The data flow (partner program) to which the organizations (if any) are tied.



Return
[bookmark: _Toc254687876][bookmark: _Toc254688271]If the operation is successful, zero or more registrationOrganization objects are returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549643] RetrieveRoles
[bookmark: _Toc423540550][bookmark: _Toc423544766][bookmark: _Toc423545450][bookmark: _Toc423540555][bookmark: _Toc423544771][bookmark: _Toc423545455][bookmark: _Toc423540556][bookmark: _Toc423544772][bookmark: _Toc423545456][bookmark: _Toc423540557][bookmark: _Toc423544773][bookmark: _Toc423545457][bookmark: _Toc423540559][bookmark: _Toc423544775][bookmark: _Toc423545459][bookmark: _Toc423540562][bookmark: _Toc423544778][bookmark: _Toc423545462][bookmark: _Toc423540563][bookmark: _Toc423544779][bookmark: _Toc423545463][bookmark: _Toc423540565][bookmark: _Toc423544781][bookmark: _Toc423545465][bookmark: _Toc423540566][bookmark: _Toc423544782][bookmark: _Toc423545466][bookmark: _Toc423540567][bookmark: _Toc423544783][bookmark: _Toc423545467][bookmark: _Toc423540572][bookmark: _Toc423544788][bookmark: _Toc423545472][bookmark: _Toc423540574][bookmark: _Toc423544790][bookmark: _Toc423545474][bookmark: _Toc423540576][bookmark: _Toc423544792][bookmark: _Toc423545476][bookmark: _Toc423540577][bookmark: _Toc423544793][bookmark: _Toc423545477][bookmark: _Toc423540578][bookmark: _Toc423544794][bookmark: _Toc423545478][bookmark: _Toc423540580][bookmark: _Toc423544796][bookmark: _Toc423545480][bookmark: _Toc423540581][bookmark: _Toc423544797][bookmark: _Toc423545481][bookmark: _Toc423540608]Description
The RetrieveRoles operation returns a list of roles the user has registered for with a specific dataflow and organization.
Definition
The RetrieveRoles operation is defined as:
<wsdl:operation name="RetrieveRoles">
<wsdl:input message="tns:RetrieveRoles"
name="RetrieveRoles" /> 
<wsdl:output message="tns:RetrieveRolesResponse"
name="RetrieveRolesResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveRoles input message is defined by the complex type:
<xs:complexType name="RetrieveRoles">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="userOrganizationId" type="xs:long" /> 
<xs:element minOccurs="0" name="dataflow" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveRolesResponse output message is defined by the complex type:
<xs:complexType name="RetrieveRolesResponse">
<xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" name="Role" type="tns:UserRoleType" /> 
</xs:sequence>
</xs:complexType>

Arguments
	Object Type: RetrieveRoles

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	UserId to which the roles are tied.

	xs:long
	userOrganizationId
	Yes
	Organization ID tied to role.

	xs:string
	dataflow
	Yes
	The data flow (partner program) to which the organizations (if any) are tied.



Return
If the operation is successful, the registrationRole objects representing the roles are returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.

[bookmark: _Toc423540610][bookmark: _Toc423544827][bookmark: _Toc423545511][bookmark: _Toc423545538][bookmark: _Toc423601060][bookmark: _Toc466549644] RetrieveRolesWithOrganizations
Description
The RetrieveRolesWithOrganizations operation returns a list of roles a user has registered for with a specific partner for a given dataflow and organization.
Definition
The RetrieveRolesWithOrganizations operation is defined as:
<wsdl:operation name="RetrieveRolesWithOrganizations">
<wsdl:input message="tns:RetrieveRolesWithOrganizations"
name="RetrieveRolesWithOrganizations" /> 
<wsdl:output message="tns:RetrieveRolesWithOrganizationsResponse"
name="RetrieveRolesWithOrganizationsResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveRolesWithOrganizations input message is defined by the complex type:

<xs:complexType name="RetrieveRolesForDataflowAndPartner">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="userOrganizationId" type="xs:string" /> 
<xs:element minOccurs="0" name="dataflow" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveRolesWithOrganizationsResponse output message is defined by the complex type:

<xs:complexType name="RetrieveRolesWithOrganizationsResponse">
<xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" name="RoleWithOrganization" type="tns:UserRoleWithOrganizationType" /> 
</xs:sequence>
</xs:complexType>

Arguments
	Object Type:RetrieveRolesWithOrganizations

	Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	UserId to which the roles are tied.

	xs:string
	userOrganizationId
	Yes
	Organization ID tied to role.

	xs:string
	dataflow
	Yes
	Partner program (data flow).



Return
If the operation is successful, registrationRole objects representing the roles are returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.

[bookmark: _Toc466549645] RetrieveRolesWithOrganizationForDataflowAndPartner
Description
The RetrieveRolesWithOrganizationsForDataflowAndPartner operation returns a list of roles and organizations the user has registered for with a specific partner and dataflow.
Definition
The RetrieveRolesWithOrganizationsForDataflowAndPartner operation is defined as:
<wsdl:operation name="RetrieveRolesWithOrganizationsForDataflowAndPartner">
<wsdl:input message="tns:RetrieveRolesWithOrganizationsForDataflowAndPartner"
name="RetrieveRolesWithOrganizationsForDataflowAndPartner" /> 
<wsdl:output message="tns:RetrieveRolesWithOrganizationsForDataflowAndPartnerResponse"
name="RetrieveRolesWithOrganizationsForDataflowAndPartnerResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveRolesWithOrganizationsForDataflowAndPartner input message is defined by the complex type:

<xs:complexType name="RetrieveRolesForOrganizationforDataflowAndPartner">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="dataflow" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerId" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveRolesWithOrganizationsForDataflowAndPartnerResponse output message is defined by the complex type:

<xs:complexType name="RetrieveRolesWithOrganizationsForDataflowAndPartnerResponse">
<xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" name="RoleWithOrganization" type="tns:UserRoleWithOrganizationType" /> 
</xs:sequence>
</xs:complexType>

Arguments
	Object Type:RetrieveRolesWithOrganizationsForDataflowAndPartner

	Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	UserId to which the roles are tied.

	xs:string
	dataflow
	Yes
	Partner program (data flow).

	xs:string
	partnerId
	Yes
	The partner ID.



Return
If the operation is successful, registrationRole objects representing the roles are returned with any generated fields. If the operation fails, a SharedPortalFault will be returned
[bookmark: _Toc466549646] RetrieveRolesForDataflowAndPartner
Description
The RetrieveRolesForDataflowAndPartner operation returns a list of roles the user has registered for with a specific partner for a given dataflow.
Definition
The RetrieveRolesForDataflowAndPartner operation is defined as:
<wsdl:operation name="RetrieveRolesForDataflowAndPartner">
<wsdl:input message="tns:RetrieveRolesForDataflowandPartner"
name="RetrieveRolesForDataflowAndPartner" /> 
<wsdl:output message="tns:RetrieveRolesForDataflowAndPartnerResponse"
name="RetrieveRolesForDataflowAndPartnerResponse" /> 
<wsdl:fault message="tns: SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrieveRolesForDataflowAndPartner input message is defined by the complex type:

<xs:complexType name="RetrieveRolesForDataflowAndPartner">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="userId" type="xs:string" /> 
<xs:element minOccurs="0" name="dataflow" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerId" type="xs:string" /> 
</xs:sequence>
</xs:complexType>

And the RetrieveRolesForDataflowAndPartnerResponse output message is defined by the complex type:

<xs:complexType name="RetrieveRolesForDataflowAndPartnerResponse">
<xs:sequence>
<xs:element maxOccurs="unbounded" minOccurs="0" name="Role" type="tns:UserRoleType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type:RetrieveRolesForDataflowAndPartner

	Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:string
	userId
	Yes
	UserId to which the roles are tied.

	xs:string
	dataflow
	Yes
	Partner program (data flow).

	xs:string
	partnerId
	Yes
	Partner ID which owns the roles.



Return
If the operation is successful, the registrationRole objects representing the roles are returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549647][bookmark: _Toc254015475]CreatePartnerOrganization
Description
[bookmark: _Toc254015476]The CreatePartnerOrganization operation creates an organization definition and associates it with the partner associated with the NAAS user making the service call.
Definition
The CreatePartnerOrganization operation creates an organization definition. The CreatePartnerOrganization operation is defined as:

<wsdl:operation name="CreatePartnerOrganization">
<wsdl:input message="tns:CreatePartnerOrganization" name="CreatePartnerOrganization" /> 
<wsdl:output message="tns:CreatePartnerOrganizationResponse"
name="CreatePartnerOrganizationResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the CreatePartnerOrganization input message is defined by the complex type:

<xs:complexType name="CreatePartnerOrganization">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerOrganizationType"
type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>

And the CreatePartnerOrganizationResponse output message is defined by the complex type:

<xs:complexType name="CreatePartnerOrganizationResponse">
<xs:sequence>
<xs:element minOccurs="0" name="Organization"
type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>
Arguments
The CreatePartnerOrganization operation input message is the PartnerOrganization complex type containing:
	Object Type: CreatePartnerOrganization

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	tns: PartnerOrganizationType
	partnerOrganization
	Yes
	PartnerOrganizationType described in the following table.



	Object Type: PartnerOrganizationType

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	City
	Yes
	City in which organization is located.

	xs:string
	Country
	Yes
	Country in which organization is located.

	xs:string
	MailingAddress1
	Yes
	First line of organization mailing address.

	xs:string
	MailingAddress2
	No
	Second line of organization mailing address.

	xs:string
	MailingAddress3
	No
	Third line of organization mailing address.

	xs:string
	MailingAddress4
	No
	Fourth line of organization mailing address.

	xs:string
	OrganizationName
	Yes
	The name of the organization.

	xs:string
	State
	Yes
	Organization state.

	xs:string
	Country
	Yes
	Country where organization is located.

	xs:string
	Zip
	Yes
	Organization zip / postal code.

	PartnerOrganizationMetadataType
	Metadata
	Yes
	Additional metadata that was supplied by the partner.  PartnerOrganizationMetadataType is described below.




	Object Type: PartnerOrganizationMetadataType

	Field Type
	Element
	Required
	Definition / Constraints

	xs:long
	ExternalOrganizationId
	No
	External Organization Id specified by the caller.  This ID must be unique for the organization. 

	xs:string
	ExternalOrganizationType
	Yes
	External Organization Type specified by the caller.


Return
If the operation is successful, a copy of the partnerOrganization object is returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549648]UpdatePartnerOrganization
Description
The UpdatePartnerOrganization operation will update elements of a partner organization definition. Almost all of the fields can be updated.
Definition
The UpdatePartnerOrganization operation is defined as:
<wsdl:operation name="UpdatePartnerOrganization">
<wsdl:input message="tns:UpdatePartnerOrganization" name="UpdatePartnerOrganization" /> 
<wsdl:output message="tns:UpdatePartnerOrganizationResponse"
name="UpdateOrganizationResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the UpdatePartnerOrganization input message is defined by the complex type:

<xs:complexType name="UpdatePartnerOrganization">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerOrganization"
type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>

And the UpdatePartnerOrganizationResponse output message is defined by the complex type:

<xs:complexType name="UpdatePartnerOrganizationResponse">
<xs:sequence>
<xs:element minOccurs="0" name="Organization"
type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type: UpdatePartnerOrganization

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	PartnerOrganizationType
	partnerOrganization
	Yes
	Partner organization to be updated. Please note that OrganizationName field may not be updated. Also, OrganizationId field is required for an update. You can find description of each field above in the CreateOrganization section.


Return
If the operation is successful, a copy of the partnerOrganization object is returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549649][bookmark: _Toc333591748]RetrievePartnerOrganization
Description
The RetrievePartnerOrganization operation retrieves a partner organization by partnerOrganizationId. Only organizations belonging to the same partner as the calling NAAS account are returned.
Definition
The RetrievePartnerOrganization operation is defined as:
<wsdl:operation name="RetrievePartnerOrganization">
<wsdl:input message="tns:RetrievePartnerOrganization" name="RetrievePartnerOrganization" /> 
<wsdl:output message="tns:RetrievePartnerOrganizationResponse"
name="RetrievePartnerOrganizationResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrievePartnerOrganization input message is defined by the complex type:

<xs:complexType name="RetrievePartnerOrganization">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerOrganizationId" type="xs:long" /> 
</xs:sequence>
</xs:complexType>

And the RetrievePartnerOrganizationResponse output message is defined by the complex type:

[bookmark: _Toc333591751]<xs:complexType name="RetrievePartnerOrganizationResponse">
<xs:sequence>
<xs:element minOccurs="0" name="Organization" type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type: RetrievePartnerOrganization

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:long
	partnerOrganizationId
	Yes
	Organization ID that was created during create.


Return
If the operation is successful, one partnerOrganization object is returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
[bookmark: _Toc466549650]RetrievePartnerOrganizationByExternalId
Description
The RetrievePartnerOrganizationByExternalId operation retrieves a partner organization by externalOrganizationId. Only organizations belonging to the same partner as the calling NAAS account are returned.
Definition
The RetrievePartnerOrganizationByExternalId operation is defined as:
<wsdl:operation name="RetrievePartnerOrganizationByExternalId">
<wsdl:input message="tns:RetrievePartnerOrganizationByExternalId" name="RetrievePartnerOrganizationByExternalId" /> 
<wsdl:output message="tns:RetrievePartnerOrganizationByExternalIdResponse"
name="RetrievePartnerOrganizationByExternalIdResponse" /> 
<wsdl:fault message="tns:SharedPortalException" name="SharedPortalException" /> 
</wsdl:operation>

Where the RetrievePartnerOrganizationByExternalId input message is defined by the complex type:

<xs:complexType name="RetrievePartnerOrganizationByExternalId">
<xs:sequence>
<xs:element minOccurs="0" name="securityToken" type="xs:string" /> 
<xs:element minOccurs="0" name="partnerOrganizationId" type="xs:long" /> 
</xs:sequence>
</xs:complexType>

And the RetrievePartnerOrganizationByExternalIdResponse output message is defined by the complex type:

<xs:complexType name="RetrievePartnerOrganizationByExternalIdResponse">
<xs:sequence>
<xs:element minOccurs="0" name="Organization" type="tns:PartnerOrganizationType" /> 
</xs:sequence>
</xs:complexType>
Arguments
	Object Type: RetrievePartnerOrganizationByExternalId

	Field Type
	Element
	Required
	Definition / Constraints

	xs:string
	securityToken
	Yes
	Valid NAAS security token obtained using Authenticate.

	xs:long
	partnerOrganizationId
	Yes
	Partner’s External Organization ID that was supplied as part of the metadata object.


Return
If the operation is successful, one partnerOrganization object is returned with any generated fields. If the operation fails, a SharedPortalFault will be returned.
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